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Abstract Of JP9244886 

PROBLEM TO BE SOLVED: To prevent software 
from illegally being copied by deciphering specific 
ciphered software provided by a provider at a 
request to provide the software by using a stored 
specific common key. SOLUTION: A customer 
ciphers a common key 103 generated by a 
common key generation part 2 through a 
ciphering part 12 by utilizing a store open key 
102, and a common key deciphering part 52 on a 
store side deciphers the received ciphered 
common key by using a store secret key 101 to 
obtain a common key 103. Then when a request 
transmission part 26 sends article specification 
data, an ID, etc.. to the store side, a software 
transmission indication part 66 sends the 
common key 103 to a software deciphering part 
70 and also instructs a ciphered software 
transmission part 72 to send software. A 
deciphering part 70 deciphers the corresponding 
software read out of a software storage part 68 
with the common key 103 and sends it; and the 
software is stored in a ciphered software storage 
part 32 on the customer side and a software 
deciphering part 34 takes the software out and 
deciphers it with the common key. 
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(54) t^igr}<7>45»a 

(57) C^l*]] 




l^siS I Z Kl ^ iS!5iJ tS 5g i: (D5c^ JC5 N I ? 65 im * ti. V 7 h 

lets 

Bg^ftV7 h';^x7'^m^r^lz35 fc^Tli. V7h';' 
XT'fiJffilZKlT^mntSSfi^tSliiiL, t^aiLfcttUDISIE 

mi^zm^it'jy h'^xT^sffi^^^ct^mst tr^ 

19*15 1 |ziE$ii<0V7 h'>xT*ijm:^i£* 
CiS^ie 5] 'iS^IZj;Um^ti/=V7 h-^xT^^Lv 
^lz^?:f5T^ffta)V7 h'iJxT^Hfir^Ck^^f 

Sttr^lS^ie 1 tz=EtJiCDV7 h';»x7'*i]ffl:^i£* 
[15*15 6] V7 h';'X7'}S««ftiJBS:?tl/rV7 h'i' 

X T' ^Bg^ft LT^iJffi* iZJJim r ^ V 7 h xySSiiS' 

izfcL^T. 

V7 h-^xTl^^tO^iSlzBflrb^iaJSiJtSIStcoJpiJCttl? 
ftifS^liE^tifcJt^^^iEffir^, V7 h-^^xTlSffi^^Sl 

ij ffl ^llJ CD 553:^ I Z ^ I ? e, /i: tt^ ^ lEffi & i: . 
IBS:r^V7 h-'>X7'<DJJim(DS*^V7 h'i'XT'JSm 
«izj||^, *ijffl^iaj|zsi:re>ti/=^*m(t¥^i:. 
Jg^ ^^■\tzyyb't> xT'^tt* lEtt^si tKiJifni:? reg^ 
fbr^. V7 h':?x7'mm«flJiz^i^<3ti?zV7 h't^x 

CCDB&^ft * V 7 h X7 ^*tl5*ijffl« IzSMft r 
V7 h'^?XT}im«iBJlz^l:re)tvfcB&^fbV7 t^-^ 



m^r^. *ijffl«fBjizsi^^ti/=v7 h-^xym^^a 

t^^faL/=Zi:^t^«ti:T^>V7 h •i?XT5Sil^'::^7• 
A * 

Ci5*i5 7] *^I5V7 h't^XT'lStt^^lJIZ. 
SftL/:V7 h'i?XTa)JSmO)g*6iIE^T!fe ^ft^Sft* 

m^vy h'5xpB&^fb^atMiEB&^fbv7 h'^xT 
iiirt^^iz^'>e6^fbfciiifgoiif=j^tii?.r^v7 

X y^ft mjf.#^ 6i t ^ ^ ^ iza u C fc St t r ^15 

6|Z|£iJiCDV7 h-^XTiSIii^^J^S^A * 



to O O 1 3 

ffl:^i£»CfV7 h'5XT3SiiS';^5^i. IzlMir^* 
CO o 023 

U V7 h-tJXPtDSSSiilia^/jtf^fflL^/ttjie^CDSR?! 
J^nSlZ^ibrtfc. ^T^^fi^lZfidCkftST^^ctd 
IznC^/z* 

[00 033 V7 h'i?X7 0)SSiilZiliS)t£S:^o>^* 

li. ttBSfitis-pizzie- (a:?) ^ftfisr^ctoT^ 

^V7 h-'t'X7'^3SiS?i*^PIIZ. L^ftMzUrV7h'5 

\zlSi^^iibt>tl'^oZtT^ 
CO 00 43 itStti^^".- hr?-0±rcD^^a)-x 

tix;^A It, B5^l3^'<<?|Z?SL>fc^lIJg?fift5^l^^tlT& 

■Cfft A fti ^7 U h ^3 - K ^iSfif) ^ liE^ 6> 
-Dtz. 

coo 053 -is. iS!Xzi e-teito):fei£fc^X^:h7: 
^tz. Sfc&<^tD+i^:^i£Ii:, V7 h't'XTIzfirisfti 
(DB&^fb^BfiU c^-^^m^r^si CBff^«i^^y^:;^9 

C0 0 063 florae *^V7 h'>x7'?=i:Jr^^ 



rt25Sxaj ijjsm±. saLTL^JtcL^* 

[0 0 073 ^5ij. m^im^j:£^miz. 

^ S flj CD «i I § ?l * I II J V 7 h -^^ X T I z ct y SIIR ? 

^mm. 1 o 1 li;3§g|^ffiSI*SW253 5 o|zf»?5^nr33 

[GO 09] PSft5V7 h'^Xy^SIAT^PSIZli. 5 

<5>^vV3^y\zm LTtt^*+i^Ci:6>'^>-tr-;^*^ a VIS 
253 1 sizji^r. B&^ft^rt^* H&^fb(DP?.iz«:;£^ 
[oo 1 o] *t:g|iBe^ft253 1 eliijdl LfcBg^fttt 
3 1 4iicn^^^*i' ^9--:?^^)- L.T;£SHaj|ziittr 

J£Sil?JCD*t:&||ifi^S5 3 5 2li. S(t LfcBg^fbtt 
^11 1 0 4:£mai^^^ 1 O 1 :£fflL^rm^ L«^il1 

o3^^#^. 

[o o 1 1 ] —f5. tSlfiBB^ffcSPs 1 s\t. Pimm^ o 
3:£fflt\Tfi^C0t5$§^B&^ftr^* W^IJ. 0 V^Jy 

y-n- K«^^B&^fbJii(ir^fc«f)izmi^e>ti^, tsiE 

BS^fbSis 1 e-^=B6^fb?:h^=B&^fbtS$g 1 0 7li. tS 

$Emft2?3 1 B\z^^x^^"j \-D-o^ft\.xj&mm\z 

^ft^n-^^* ;S®iaj(DtS?g?S^2P3 5 4|3:. gft LfcB& 
^fbts^gi o 7:&tt:giii 0 3^^fi^u PSiiJft^^iii 

coo 123 ZO^b^iL^mz^^-}. 0\^VvVn-)i' 

ftir^^. '^jj-G'y:^), /sataBasii o 2T-ei^fb?t\fc 
tt^^ 1 o 3tt. £;rjSISB6^:^^<J)t4Hlzj;y;£®}*{ffi 

m^ o^^fmr^m\.tmmr^zt\tx^t^\.^. a 



CO 0 1 33 JU±o):^^lZctT>r, §epglz^? h^D 
- HS^^^fE^/irlEitRoa- tf|Z0)^sV7 h'5X7^ 

Lree^fi u^i ^mn \.tz u r^iii£f73^iz5&f t^^iLct) 

lilll51T35 ^* 
to 0 1 43 Zt\^^<:i5'^t\^X. V7h'i>x7':£^ 

'tCL^hi^lftt'SSL^ctdlZU. 35 ^tMiSlf7<DA=lFiZ»^S: 

£Ott - >'^6> ^ 7 t v::^ ^ei? 7 ^ri* ^ 'ic i: t L\ ^ 

fc^t ?t^£l5^fti<£ ^nri^^fti. i3t6»)^lZll:>;l^ 
7 h'iJ xT'^jii^H t:-r^lZ|i. ^•0)V7 h'lJxy^i: 

i:Jr^£<. V7 h*:?xya)^ijffliZiB^/j:^s<BJS':;^5^A 
(v7h'?xT) (r>mm'&^<yyk.x^z\\±-rt\\t. ^ 

eST35 ^fiie>-C36 U:^^?=£fi*Drizai£:q t:-f7^ 
[0 0 1 53 SIAOftriLflZC? U*;-:. hto- »^S^ 

^?JAIdE^qBO^Svi^Jg|Z3nHS^, fcl^ofclJljSco 
ls^-\i7.\tnm:^t\ti<^fj:^tz^^ , IS^6tjlz|^^0) 

d^SMlzPisy, V7 h'i'XTd^sfiiifiSEfl*^^^* 

f-tDgtS«Jt>51S5a|Z35 fftAlZTJtl^iJffl^ +1 5>fc t" 

[0 0 163 

^t^if^i&^t\r\z^=!-tfytmx^m^r^zt\tx-^ 

^t<DCD. SIAU/=V7 h'i?XTO)il-£q e-iz*ri LT 

-i* XT' a);i3fc^iS t ^iJfflSB^^ t ftsp^^jfti ^ a-ctjai L 
Xl-^^tz^X-W^ - B.V7 h-i^xy^SBIAUr Ultil 
Iii2i£ H e - ^IgJft r ^ ^= fi^)tD ? 3f t: 'ti;:&3;£^356 r c 
t 6i^BS/zfti^r35 ^. 

[0 0 1 73 t/z. 'ti£*:^^|zj;orli. W;ltf|5lUS 

) ^*ijffir IzSjgl^^^lR ^ t d J: d ttlffl )!>> 
?yLli^:^^^a:£r^C4:65Sfsr35 
[0 0 1 83 3is:pg^li. ±i^'mm^^^xxt^t^tzh 
0)T35 V7 h'>X7'C0iii£Zie-^SiaiZLfcV7 
hOXT'^iJffl*i£RC/V7 h'i'Xy3!Eii!>':;^5^i. 



X T'STiii ftii^ilE irf7 tD ti^ C i: ^^fiS i: 

[O 0 1 9] 

V7 h'j?xT^iJffl%a)V7 h-^jxyi^^ 
h X y }s <s ^ t * ij ffl^s t ^ * 4^ tt^ SI ^la ifi 

U Jlt:£r^V7 h^X7C0JS«^fliJieV7 h'^xT'JS 

too 20] CCZ\ V7y'1?JiTt\t. itSt?S7P^? 

^sJ;. T^UtfiJtJ^. «^Ss!^f-A 

coo 21] 'jy t■OJLT^^^<r>^y^\zmt^^w^%mm 

too 2 2] 3ts:§gq^!=<l:tili. *-tJffl«liS5ACDPSir^? U 
t?^ h - ti- He^^?OV7 h'i'xT'l$[^<D'^;SI=K1ti 

nmm\t. oi-Vvi- --b-f^i^ (.n- \'^<nh 

■CO) ^SigutC^RfrirfgeU/r^ar. V7 f-'^JXTtDSI 

CO 0 2 3] Sitz. V7 l-'?x7'mm#ltl5^a)P^|z*ij 

h'>xy5Siilif#^5IS^^<Dl2liE$Saiit7dCtft5r 

coo 24] JU±i::<i:T^r. ^snzj^rLrii^^T^ftifc 
L\^fciffl?!)i'i£j&:s:ftiBjasr3a ^^ttti^^r, #V7 

2t:5g^izj;titt, ^^^liliV7 h-^XT-oSI 

^ V7 h'i'XTd^S'^Sllbf-^fTdCtftilllSS 

tj:^<r>r\ S}ALfcV7 h'i'XTOSSSlStt ftDiiSfT 

coo 2 5] ?^iz. mmm\t. snfflfflj^o^^? h 
• ^3- ^ig6t)iz^^ja):^iir^v7 



X T^ffi^ft* ^) (Di? A^ oj 6S t r ^tt^^ ^ft^ r ^ c 

CO 0 26] i7tU<:ii. WI5ai5iJtt5«kMie«=©fiifc 

u co)«^^^*iiev7 h-^xTfsm^o^^wtffi® 
izj[^t jc r ^lar^ass ^^i^ TBs^tt l t wie v 7 h x 7 

f b L T *i I E V 7 h X T IS m « I z ^ ^ C fc I Z <!; y /dt ^ 
CO 0 27] iifltL<li. t^lEiJmsSfcMIE^^^t 
U CCJ)tt:eSlfcJ:t/^sEI£tJ3im5g^MsEV7 h'iixT' 

T*riEV7 b':?j^Timm\z^'?L^zt\zj:i^jtji^t\^ 

CO 0 2 8] ft?3tu<ii. nmm^imt^iz^ tz^T 
\t. v7 K'^x^^ijfflizKiT^tthDmjg^ts^aiu ttai 
btzmmm^mi^Tumm^vsmtu ^^^titz^ 
^fbtt^n^iEis L. Bg^fbv7 j-'iJxT^m^r^ir 
35 fc^Tii, v7h';?x7'*ijfflizfifir^f^JiDts5e^*jsai 

U ♦^£iiL/i:f^^lD1!53g^ml^TB6^^btt^lS=£m^ U 

K y ai * fctt^fii ^ffi TBff ^fb V7 h '5 X T 

CO 0 2 9] mats^stii. m^\tvyborTmm\z 
*ji:t^rtjin6^3t£^fit^v7 ^'^jL7mmmm<r>m^v^ 

(hos t I D). ^ijffl LTL^^o sa)S5£.e^. ^<r> 

I Cl3- HlzAT^TL^^T^-^lltfctt I C^)- HlZ<5ris> 

CO 0 3 0] ctilzj:or. m^\t. Bg^fbtt^^jtJilS 

B&^fbv7 h'i'x7:&m^r^ci:)tii-?=s<*:i^o)T-. is 

C0O3 1] 3:tz. mm^<r>i*=im^miRT^ifi\zj:'D 
Z. ^3:^^tjiMmZ'<DMSi^'f5'^ti^m^\ztj::^, 

\t. i5i-<j>v*^vr3& nisr V7 hcxy^s^t^in 
i: ^izi«jei4^^3t*it^'y:i:rtiiiv7 h -i? Jirmm 

S'jpfi * ii ^jy: tr t ^ i: fti^es i: « 

CO 03 23 tiJtt<\t. m^lzJ;^J^^i^tl^i:V7 h-^ 
x7:&ffiL\T. e{lZ?5:S^^ftea)V7 h-'i^xT^Sgf^T 

^ct^^^istfcr^* mx\t. ^«tDBe^fbv7 h-'^x 

'i?xylZ*g^T^) LT-f#fcV7 h-tJXyfti^yCL^ 

4:«Efi§L'5i:L^S5^^^GV7 h-^XT^^^tHx^BE^Sffi Ur 



5 (c^^6)Ki=^^r^ffe<DV7 h-i^xTirfi^r 

* ^=teiKBe=?^ cd V7 h -t? x t ^i^P^ izssiffl Lfc± 
[0 0 34] tats. v7 h'i>xT0)-S5^ mn^^<y>m 

r^ft!!a)V7 h*>xTlZ<i^r^) . ISV7h'>XT0) 
ffeO)2P*^Bf^Vt LT^«T-m«L (Ct^^m^Ufcfc 

*i^±iev7 h'i^xpa)-25^lIH!^^J^^^rsl^^r^J; 

CO 0 3 5] 3t:?eq^ (iS^ip. 6) IJ. V^h-^XTJSffl 

^ftijes:* :h V 7 h 0 X y ^Bs^^t UTT^ijm^ izism 

r^V7 h't'X7'5KiiS':;^5^A irfcL^r, V7h':?xT 

XTO)}SiMtOS3it:£V7 h'i'XT'mm^lzJIi^. 
ilJl=^!:J^4i^r^*illtt#^^t. jes:3:^^=V7 h-^x 

JJIi?i^ilJliat:r^>nfcV7h'i?XTBS#ft*Ei:, C<J) 

Bfi^ft**%fcv7 h'^xT'^^ie^ijffl^iimftr^. V 

7 h'i'X7'JSm««JlZ^I:»e*\/zB6^rtV7 h'^JXT'^ 
ft^^i:. gftLfcBB^ftV7 h't'XT^tdiett^^i: 

nmi^\:^zm^r^s mm^mz^\:^iointzvy hex 
CO 0 3 6] s?itL<ii. m^vy\-OJiymmmm 

gftLft:V7 h*!?X7^0)}S«0)M*6iIE^T-3& ^fti 

^iEV7 l-'i'X7'B6^fb^^i:*Ji5B&^fbV7 h*? 
xyj^ft^^a 't'BS^ft t JHfitDSIfi^Ji jf.r 7 
h X Tiiftte^T^^fit t ^ * 6 IZ^ 1^ C t 

coo 373 lE^ttCDt^^Sia. mpilts V7h'i'X7'tJI 

mmm\zm^j. vy \-'^TTmmmmT\ mnmm^x 
ztizjiy-jn^T^^. zt\\zj:z>x. ^-lEtm^^i^ 

Co O 383 



S^SfiOJ^nl^lfi^T^* V7 h'i'XTSSliCD^tix:;:?/^ 

-<2BB^fb(DTJbn"J::?/^ a)l¥}ffllZ-:)Lvrtt. SiSS 
CO 0 3 93 BS^fbir5t5:ore6^fblzii^/d;«t^cDj]s 

i^v7 hoxT^se^T^/saifti FiSBaiiJ ^o.tc; 

-511. mft^aji::riZiRa£irB6^rb Sf^iajlzTtifSB 
i^z-mmr^* £irjgsiiis:5:iiy;SBg*ti^si^i:<Dr. 
liizsibt^TtiKL^* ca)2:irja^^i^ors^iz mm 

^sfl^tD-G^^tiiJry. ;£asiz*^^7us?vh«^^ 
^aiotir\zo i^Vy ^^n\zni^v^^m=f)^^moy 

Q h 3 ^^S T T(Secure Transaction Techno logv) 
E PP (Secure Electronic Payment ProtocoO'tj; i: 
ibtitltMz. Ctl6<D7P ha JUl. PS. ffiSI. s^m 

3fe?e^ii. f^lzp.^4:;saii:^D^B^cDV»y t y:&eit 

gr^t,CDr35 2fc:SeffiJKSg!ZfcL^ril»#lZf|fe«|Zf||l 
ft -t* T 3 ^ rel 0) ^ t-J y f ft!! 0) S5 af. I z j«5 ffl r ^ c t 
CO o 403 lz*:5e^^JfifflLfcV7 h-^xySSii 

^* CCr-^dV7 h'l?XT'i:|l. i+S«£7P^?7^. 

m. ^s«i. ^ii. 5^ueift>ii. 

ftiT^ fig jy; ti CD ^ T ^ ^ t5 0) i: T ^» 
C00413 3tr. li^ll, tOVy bOJiT^X^L 



t. ti t T^hH ir jy; ^ t:^ Its r t: ±56 1 
^^^^!lA(D□JE^«^^A*L^=y, ti^^/-=?3t ^Ft'i*: 

[0 0 4 2} ^.tz. iSviU t:- CDteittiMMTJi i: 

cor. siA L^=V7 hOxT^^.i^rffeAi::S£o/='J. 
L ^ ^ f= ji ti^ ^fft A <0$D y L ^ 7j<S T 7 d C 4: 

[0 0 43] [ill irjT^Tctdii, e>6> i;fi^)£irja 

9--3^r^'i*:t:a)#ejrA#^r^Ci:ftiT-&^* A#^ 

CO 0 4 4] ^fe^fisj^-i^.irisL^-nj. Sirm^t^oi^v 
PSftiv7 h-^xp^sjAT^P^izii. -ar;saito)5 

iii os^ijser^. Ct^lJfti!6>e)l3:MI;ajT*^'t£l\3L'«t 

^^fi:gr^t,(Dr<s ^* ^jl^5fe^35^♦^^li^Ia)^t^si 1 o 3 

liiilit^octLfSIAOi: B\Z<D9yilitjt\iEmmtmnilt 

\zt^r^tiTi^tztK :^^mmm\z^isT\t. n^mm 
^ft5p CB) ^oz-m^it^tx. 'i%^1^\tzvsmtnmm 
£0 2ii. n^mmmzQ\zi^n^t\^* 
CO 0 4 6] nmmmmit^ (b) sorii. mmto 
mz. mmnm^tii^^Bo^^rzmummzoo^mt u 

r^iJ^T^* mDtSlg2 03 ttt^^t^Wi: tT. 

j#-^s+st^iz[ii:g(j>s^ (host ID) *ijfflLr 



5=-53tfcli I cti-\'\zisi^t^(y>^-^^^XXti!iti 

CO 0 4 7] tt^^B&^ftS? CB) 2 06i. O 

3<Dv8^it\zmmm2 o 3^^b zt\zx^). n^m 
5t/z, i::<Dmmm^mRT^Mzj:^r. mx\t. m 

-a)V->Vr3& :h|jr V7 ht^XT'^iSL^iai^i^tl 

CO 0 4 8] tjito. nmm^mt^ <b:> fc<jtt;2of:t 

liDtS$gtS^ai25 B l:t J: d II C li^ * r 3& 
^* zo^^. tt^®±j5iiSP2r*j5li*tifctt^a 1 o 
3tt. ?-fl)|t:t«^SItSJftS?2 2|lf§Jfi^4^^. 
[0 0 49] ±lE<DJi5\ZLT^^txtznmm 
1 0 31ittS8iBB^ft2P (A) 1 SlZctoTB&^^t^t^ 

^* B&^fbo)P=|zli;£Si22;Bg^i o 2:£^jfflr^* 

(B) 5 2tt. g<l L/tBS^fbtt^ffl 1 04 
[0050] 3:tt. ID^J5£S5411. fti CtDPS^ 

ftto)ip.stE5ijr^fc«»>fl) I D20 1 ^j5sr^« zt\ 

\t^:^m\Z\tii^O^\MVB.l^ti\ ftitOliStDftJrt L^z 

1 otmmT^h^i^omMtii^mzfji^tzf^. Jti:^^<; 

SO)J^-:>itS«Sa) I D^ja^tJ-d^jaifr^* I D20 
£D«^i:±<:N«0)^|PrB&^fbU. 
[00 51] PSli. a-tft5*gA:^D256lz J:^ 

4-ftiimL^^i53S, ftp/f. ft:s, ^ffi!. ca^tisi^iz 

)iifcT^«^lifel?^) ^0)ZL-tf fiisiA L/=U^V7 h 
COO 5 2] 4-ftl3fflL^^ti556tli. f-CD®S65«SAJ|l 



[00 53] ^crx:^^tifca-tfts$gi :e 
ilU^x^ hBS^fb5t!i etzil^^n^* iSSIU<?x:=;h 
BS^ft2P1 6li. gft I D20 1 ta-tftSigl O 

Ji^T^^y ^D-O^ft LrniaiiajtJ)ie^'J^?x;i 
[00 54] s^u^x:;^hm^2P5 4|j, g(tU^=Bt 

^ftSSiUC7X;^h2 0 4:&tt:&||1 Q3T?fi^U a 
lE^JtSi DfcJii:^, 75-. I DftiSatTL^tt 

C00 55] tLT. iS^UOX;^ hm^2P5 4li, @ 

stSSE 1 o 8:&@St55SBilSSP seizins* ccrss 

[GO 5 63 tC^r. CCltTOlK^tt, P.Sftit3/£ 
gi^CDilftlJ. 1 D2 O 1 ta-tPtS^gl O 5:&Jt^8i 

as y?^^* m2\t. i d2 o 1. a-tftsigi o sssj: 
C;tt^l51 O 3:£:g:r;£ffli2l5gii1 O ZTES^<t LTTJH 

tt^^^J5^2?2riJ5^?t^/■=^t¥ai1 o 

3. I DiJ5SiSP4rirf*:hfc I D2 O 1 . fcJ;C/a- 
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